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Norfolk Education & Action for Development
Information Technology
Acceptable Use Policy
Adapted from DEP’s Policy, agreed August 2006. 
Original source: SOAS, please see: www.mercury.soas.ac.uk/it/policy/itpolicies.htm for advice pertaining to sections 
where stated that ‘existing guidelines should be followed’.  
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A.  NEAD IT Acceptable Use Policy Statement
A.1 Scope of IT Policies
The NEAD IT policy and its supporting policies apply to:
A.1.1.  all staff and users authorised by NEAD at NEAD’s premises or elsewhere. 

A.1.1.2.   the use of NEAD-owned, -leased, -rented and on-loan facilities. 

A.1.1.3.  all NEAD-owned or licensed data/programs/accounts.

A.1.2 The IT systems covered include servers, workstations, desktop computers, laptop/notebook/handheld computers, communications equipment, photocopiers, telephones/ mobile phones, audio visual equipment and all peripherals installed anywhere in the NEAD, or operated on behalf of NEAD at another location.

A.2 Objectives
The objectives of IT policy and its supporting policies are to:
A.2.1.  Provide systems that are suited to their purpose;

A.2.2 . Provide and maintain safe IT equipment in a suitable environment, and to ensure safe working practice in the operation of IT equipment;

A.2.3.  Ensure that NEAD achieves best value in its IT provision;

A.2.4.  Ensure that NEAD’s IT facilities and data are adequately secure;

A.2.5.  Ensure that users are aware of and fully comply with the relevant legislation, policies, procedures, guidelines and standards;

A.2.6.  Ensure safe, and socially and environmentally responsible disposal of equipment;

A.2.2 Definitions of terms used in this Policy Statement can be found in Annex 1 of the Policy.
A.3 Responsibilities for IT Policies

A.3.1 The Media Resources Coordinator has responsibility for initiating and drafting IT policies and for delegating the production of supporting documentation.

A.3.2 The Media Resources Coordinator has responsibility for maintaining IT policies in an up-to-date and accessible form.

A.3.3 The Media Resources Coordinator has responsibility for arranging the dissemination of IT policies in an appropriate and accessible way. 

A.3.4.  It is the responsibility of each individual (defined in paragraph A.1 above) to ensure their understanding of and compliance with this and associated policies. Such responsibility is part of a member of staff's contract of employment, and agreed by volunteers/ those working with NEAD when agreeing to work with NEAD (see A7.1.).

A.4 Compliance with Legislation

A.4.1  NEAD has an obligation to abide by all relevant legislation. This policy and supporting policies, procedures, guidelines and standards must satisfy all applicable legislation. This obligation formally devolves to all users (defined in A.1 above), who may be held personally liable for any breach of the legislation. Policy B.1 Compliance with Legislation gives more detail.

A.4.2  If anyone finds an inconsistency between policies and legislation, or between individual policies, they must bring this to the attention of the Media Resources Coordinator.
A.5 Health & Safety

A.5.1.  NEAD will provide and maintain equipment that is safe in the context of its intended use. Individual users have a responsibility to operate these systems safely, asking the Media Resources Coordinator if they are unsure of how best to operate equipment, and report any defects as soon as possible. Staff with responsibility for health and safety should follow recognised guidelines in assessing risk, in line with NEAD’s Health & Safety Policy. 

A.5.2.  All users must follow manufacturers instructions or handbooks in the installation and operation of IT systems.

A.6 Environmental Responsibility

A.6.1.  All systems within the scope of this policy will be acquired, operated and disposed of in an environmentally responsible manner, to the best of our ability.

A.7 Policy Awareness

A.7.1.  Anyone responsible for authorising the use of facilities within the scope of this policy and its supporting policies is responsible for informing new users of IT policies.
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B1: Compliance with Legislation
B1.1 Introduction

B1.1.1Users must comply with current British legislation in all respects when using IT systems and equipment. Legislation which applies particularly to these circumstances are: The Health and Safety at Work etc. Act and the work of the Health and Safety Executive, The Computer Misuse Act 1990, The Data Protection Act 1998 and the work of the Data Protection Registrar, The Regulation of Investigatory Powers Act 2000, The Communications Act 2003, The Copyright, Designs and Patents Act 1988 and the work of the Copyright Licensing Agency. Further advice and information is available from the JISC legal service. 
B1.2 Data Protection Act

B1.2.1 Users must comply with NEAD’s Data Protection Policy. 

B1.3 Intellectual Property Right, Licenses etc.

B1.3.1 No user may copy programs or information to paper, removable media (such as floppy discs/ CDs), non-removable media (such as hard discs) or to portable computers except where explicitly allowed by the license agreement/contract and where no copyright or intellectual property right is infringed.

B1.4 Theft & misuse

B1.4.1 Unauthorised removal of NEAD-owned, -leased, -rented or loaned IT equipment, software or data from NEAD’s premises constitutes a theft.

B1.4.2 No user may interfere with protection systems. This includes: any device which is provided to prevent removal or theft of equipment; any software or configuration that detects or prevents virus infection; any software or configuration that prevents the running of non-approved software.
B1.4.3 No user may install or use software or systems, which are not licensed for use.

B1.4.4 NEAD systems may not be used to transmit, store or access text, images, recordings, scripts, programs or telephone calls that contain:

· material likely to contravene current legislation such as sexist, racist, homophobic, xenophobic, pornographic, paedophilic or discriminatory material, except in the legitimate pursuit of valid pre-authorised research; 

· text, images or recordings to which a third party hold copyright or other intellectual property right, without the written permission of the rightholder; 

· material that is defamatory, libellous, slanderous or threatening; 

· material that could be used to breach computer security or to facilitate unauthorised entry into computer systems; 

· material that is likely to prejudice or seriously impede the course of justice in UK criminal or civil proceedings; 

· material containing personal data as defined by the Data Protection Act 1998, unless the subjects' permission has been explicitly given in writing. 
B1.5 The Regulation of Investigatory Powers Act 2000

B1.5.1 NEAD may intercept any communication transmitted across or stored on its systems provided that this is within the framework of the RIP Act 2000. In particular, it may monitor but not record communications:

B1.5.1.1 to anonymous helplines 

B1.5.1.2 to determine whether communications are for personal or business purposes 

NEAD may monitor and record communications for the following purposes: 

B1.5.1.3 to ensure that users are complying with NEAD policies, Conditions of Use, procedures and guidelines and with British legislation, except that recording may not take place the criteria in B1.5.1

B1.5.1.4 to monitor standards of quality, performance and security

B1.5.1.5 to prevent or detect crime

B1.5.1.6 to investigate unauthorised use of systems

B1.6 Accessibility

B1.6.1 Where electronic information is provided with the intention of being generally accessible, this information should be in a suitable form for those with disabilities to gain access to the information wherever practicable. This particularly applies to information on the World Wide Web where internationally recognised Accessibility Guidelines should be used when authoring material (see: www.w3.org/tr/wai-webcontent , also held on digital file at NEAD).  
B1.6.2 NEAD will, wherever possible & as is reasonable, make suitable provision for legitimate users with disabilities to access NEAD information using appropriate information technology.
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B2: Conditions of Use for IT Systems
B2.1 Principles

B2.1.1 NEAD IT assets must be safeguarded, and operated and administered in the best interests of NEAD and its community as a whole. The interests of individuals or sections should not override the requirements for provision and continuity of service for the remainder of NEAD.

B2.2 Access to equipment and information

B2.2.1 Only those within the scope of NEADs IT Policy, may use NEAD IT systems. 

B2.2.2 No user should significantly (not including minor updating) modify or delete any file or information without authorisation from the owner/ users of the file. File creators should use ‘read only’ property attributes where they do not wish others to edit their work.  NEAD reserves the right to remove material from its systems which it deems to be unsuitable. Criteria for suitability are given later in this section. 

B2.2.3 Shared access to file space must be managed through the use of operating system services. It is not normally permitted for users to allow someone else to log in under their username in order to make use of their file space or for any other purpose, wherever possible volunteers/ guests should use the guest log-in (without password entry). If access needs to be given to non-staff users then the usual practice would be for a staff user to suggest volunteer log-in whenever possible, or to perform the log-in process for single-time users or give out the password for intended repeat users. Passwords will be changed regularly. See section below: Security of passwords.

B2.2.4 A user must login to a shared system only under a username which he or she has been allocated. Logging in to a machine using someone else's username or password is an offence unless it is for legitimate operational or training reasons and with the approval of the Media Resources Coordinator or a NEAD staff member & then they may not alter settings & system files or even interrupt or change the desktop of that computer, if they must they should clearly label what they have done, otherwise it may be destroyed. Those other than NEAD staff must use the Guest login on the computer which they are using.     It is acknowledged that it maybe necessary to access an absent member of staff's files or email messages in order to maintain continuity of service. 

B2.3 Security of passwords 

B2.3.1 It is the responsibility of all users to maintain the security of NEADs passwords as far as possible. Any user who fails to take reasonable steps to do so breaches this policy and may be liable for any consequences which follow if another person makes use of revealed passwords for purposes which harm NEADs IT system.  

B2.3.2 Passwords shall be changed at least twice annually.  Passwords must be chosen with care: and should follow the advised Secure Password Policy, containing: a minimum of three numerals, three letters & one non-alpha-numeric character.  If you suspect that your password has become known to someone to whom it should not be known, then inform the Media Resources Coordinator who may change it immediately.  Passwords should only be given out to volunteers who are intended repeat users, & Only when guest log-in can not be used for a practical reason & as far as is possible to enable/ encourage volunteer usage for NEAD related work/ purposes.  
B2.4 Use & Security of Equipment & Information

B2.4.1 IT resources may only be used for the purpose they are intended and in the way these systems are configured. Only NEAD staff, approved contractors or others with approval are permitted to change the use or system configuration of NEAD IT equipment and software. Users are NOT permitted to change user preferences unless there is a real need for this & they are, wherever possible/ sensible reverted again afterwards.

B2.4.2 No user may use a computer system in any way which puts files or information belonging to someone else at risk of damage. In particular, knowingly introducing a computer virus is a serious offence which may well result in disciplinary action. 

B2.4.3 Users must cooperate with the Media Resources Coordinator in preventative or remedial action concerning equipment and data security. 

B2.4.4 Publishing, or communicating without the authority the Coordinator, any information which allows someone else to breach the security of the computer systems is an offence. 

B2.4.5 NEAD’s systems may not be used to transmit, store or voluntarily access text, images, recordings, scripts, programs or telephone calls that:

· will consume sufficient network or server resource as to impede the effective use of systems by other users; 

· is likely to incur unwarranted costs for NEAD; 

· is likely to involve users or support staff in wasted time; 

· contain misleadingly out-of-date information; 

· contain inaccurate or deceiving information; 

· seeks to unreasonably trivialise, insult or degrade other individuals, groups or bodies, or infringe others' human rights; 

· use techniques that capture or otherwise display third party information in such a way as to give the impression that they come from anywhere other than the original source. 

· Contain pornography/ illegal sites
B2.4.6 No material may display the NEAD logo or name, or otherwise give the impression that they are official NEAD documents, except in accordance with the approved NEAD Design Guidelines. 
B2.4.7 No material may imply or form a contract on behalf of NEAD except in accordance with approved NEAD policy

B2.4.8 The Media Resources Coordinator is authorised to read any file stored on the system and, if it is necessary to safeguard the integrity of the system, to delete any file, ideally after discussion wherever appropriate/ possible.  
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B3: NEAD IT Security Policy
B3.1 Scope & Purpose

B3.1.1 The purpose of this policy is to ensure the availability, confidentiality and integrity of IT systems which support the academic and administrative activities of NEAD. Effective security is achieved by working with a proper discipline, in compliance with legislation and NEAD Policies.

B3.2 Objectives

B3.2.1 The objectives of this policy are to:

· Ensure that NEAD’s IT facilities are adequately protected against loss, misuse or abuse. 

· Raise awareness of IT security issues throughout NEAD and to ensure that they are considered at every stage of an IT system life cycle. 

· Ensure that users understand their responsibilities for protecting the data they handle. 

B3.3 Responsibilities for Information Systems Security

B3.3.1 Proposals for IT Security should be made to the Media Resources Coordinator. 

B3.4 Compliance with Legislation

B3.4.1 NEAD has an obligation to abide by all relevant legislation. This policy and supporting policies, procedures and standards satisfy the requirement under the Data Protection Act 1998 for a formal statement of NEAD’s security arrangements for personal data. The requirement formally devolves to all users defined in Policy A.1 above, who may be held personally liable for any breach of the legislation. Ref. Policy B1
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B4: Equipment & Software Used by Individuals & Work-groups 

B4.1 The following policies apply to equipment and software which is used by an individual or shared by a group of users and are additional to the Conditions of Use of IT Systems and other appropriate policies. 

B4.2 Specification and selection of IT equipment must be done by or in consultation with the Media Resources Coordinator. 

B4.3 Purchase of equipment and software must be in accordance with IT Purchasing Policy.
B4.4 A record of the current location of any borrowed NEAD IT equipment must be maintained & a liability release form signed by the borrower where NEAD’s insurance would not cover loss. Movement of normally fixed equipment should be supervised by the Media Resources Coordinator wherever possible. 

B4.5 A record of all software licences & IT purchases must be maintained. 
B4.6 Installation and upgrading of individual and workgroup equipment and software will normally be undertaken by the Media Resources Coordinator or an approved consultant.

B4.7 No user may install additional hardware, software or alter the configuration of any IT equipment except:

B4.7.1 NEAD staff and other authorised personnel may NOT install hardware, software or alter equipment configuration unless there has been consultation with the Media Resources Coordinator, or in their absence the IT consultant.  In many of NEADs machines this would totally void our Next Business Day service agreement with DELL & our warranty.
B4.7.2 Where hardware or software has been procured and is accompanied by adequate instructions for installation, the hardware or software may, by mutual agreement, be given to the user for them to install. This shall be deemed as authorisation to install only this item.

B4.7.3 Periodic updates to software may be undertaken by a member of staff provided the member of staff has adequate instructions, appropriate skill and legitimate access to the equipment involved.

B4.7.6 Portable computers belonging to users may be connected to NEAD’s network provided that the software is adequately patched and it is protected from infection by malicious software and from transmitting malicious software to other systems. 

B4.8 The installer must ensure that data is backed up before installing additional hardware or software.

B4.9 No licence agreement may be entered into if the consequences or potential consequences will adversely affect performance or incur direct or indirect costs on NEAD, unless authorised by the Media Resources Coordinator.

B4.10 All installations and upgrades must be within the terms of the licence agreement and must be deleted in accordance with the licence. 

B4.11 Every user must ensure the correct use and adequate safeguarding of data for which they are responsible. The Media Resources Coordinator will ensure suitable backups of all data. http://mercury.soas.ac.uk/it/docs/cop/cop-storage.htmGuidelines such as:  , on the transmission, storage and backup of data
 should be followed.

B4.12 No equipment may be used to serve information except in compliance with the IT Policy.

B4.13 All portable equipment and software shall have a designated user. The designated user is the person with whom the equipment is normally lodged and this person is responsible for the security of the equipment and software. The designated user and the Media Resources Coordinator have the ability to authorise the use of that portable equipment and software outside of NEAD’s premises. Annex 2 should be signed.
B4.14 Equipment on temporary loan must be authorised & recorded by a NEAD staff member as being on loan to a named individual who will then be responsible for the security, correct operation and condition of the equipment, and for its return in good condition within the agree period of the loan. The NEAD staff member loaning equipment is responsible for briefing the borrower on all aspects of security, safety and appropriate usage of the equipment, and for the borrower to sign Annex2. This recorded loan will authorise the individual to remove the equipment from NEAD’s premises for the specified period of the loan. Failure to return the equipment by the end of the loan period will be considered as theft.  
B4.15 No equipment may be taken off of NEAD’s premises (unless covered by policy B4.13) without the consent of the Media Resources Coordinator or their designated deputy.

B4.16 The Media Resources Coordinator may make arrangements for the temporary provision of equipment to individuals or workgroups. 

B4.17 All redundant equipment and software must be passed to the Media Resources Coordinator for redeployment or for disposal in accordance with the existing (government) guidelines on disposal.  
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B5: Maintenance & Support of IT Equipment & Software
B5.1 Resources for the maintenance and support of IT equipment and software will be managed based on the needs of NEAD as a whole. Priority will be given to maintenance and support of equipment and software that is widespread or critical in nature. Lower priority will be given where equipment or software is older, less widespread or non-critical to NEAD.  
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B6: Connection to & Accounts on the NEAD Network
B6.1 Health & safety

B6.1.1 All equipment connected to the NEAD network must conform to NEAD’s Health & Safety Policy.

B6.2 Connections to the NEAD network

B6.2.1 Operating procedures and conditions for all connected equipment must be approved by the Media Resources Coordinator.

B6.2.2 Connection of equipment to the NEAD network shall only be performed by the Media Resources Coordinator or approved contractors, except that:

B6.2.3 Users may connect their own or their / their employer's laptop computer to the network provided they follow the latest guidelines available from NEAD.  External users should have up to date Anti-virus software.  External users Must clear use of the network with the Media Resources Coordinator/ NEAD staff.  
B6.2.4 All equipment connected to the NEAD network must be registered with NEAD either prior to, or for the purpose of, connection. Network configuration and registration information about the network is maintained by NEAD.  
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B7: Use of E-Mail
B7.1 NEAD’s e-mail systems are provided for the conduct of NEAD related business. Incidental and personal use of e-mail is permitted so long as such use does not disrupt or distract the individual from NEAD business (due to volume, frequency or time expended), does not incur unreasonable cost to NEAD, and/ or does not restrict the use of those systems to other legitimate users. Users are reminded that NEAD can access their e-mail messages for operational and security purposes; in particular, see existing guidelines on: Compliance with Legislation, section B1.5 and Conditions of Use section B2.2.
B7.2 A user's e-mail account will be assigned and named by the Media Resources Coordinator.

B7.3 NEAD network and e-mail systems may not be used to transmit: 

· material unrelated to NEAD business including bulk e-mail transmissions (SPAM); 

· messages requesting the recipient to continue forwarding the message to others, where the message has no educational or NEAD-relevant value; 

· messages with forged addresses (spoofing) or otherwise purporting to come from a source other than the true sender. 
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B8: Use of the World Wide Web
B8.1 Access to the World Wide Web (Web) is provided for work, research, teaching, learning and other legitimate NEAD related business. Incidental and personal use of the Web is permitted so long as such use does not disrupt or distract the individual from NEAD business (due to volume, frequency or time expended), does not incur unreasonable cost to NEAD, does not restrict the use of those systems to other legitimate users and/ or would not render NEAD liable for defamatory, discriminatory or other unlawful material. 

B8.2 Web pages published using NEAD systems must comply with the existing guidelines for Conditions of use for IT systems.
B8.3 Essential information may be provided to users by NEAD using the Web. Users are responsible for reading and responding as appropriate within the time limit specified at the top of the page.

B8.4 It is the responsibility of the member of staff authoring or moderating web pages to comply with NEAD policies regarding content, presentation, accessibility, data protection and security, and legal obligations as outlined in The Voluntary Sector legal handbook (section 45.2.8, copy held in Norwich NEAD office for reference).
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B9: Use of Telephones
B9.1 NEAD’s telephone systems are provided for work, research, educational, web updating and other legitimate NEAD related business. Incidental and personal use of the telephones is permitted so long as such use does not disrupt or distract the individual from NEAD business (due to volume, frequency or time expended), money for use is placed in the tin in Office 1 therefore not incurring any unreasonable cost to NEAD, and/ or does not restrict the use of those systems to other legitimate users. Short calls of a personal nature that are required as a result of changed NEAD circumstances (such as having to work late at short notice) are considered to be in support of NEAD-related business and may be legitimately made. 

B9.2 Where exceptional personal circumstances may lead to infringement of this policy, users should agree with (other) members of NEAD staff the acceptability of their telephone usage.
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B10. Use of Photocopying & Printing Equipment
B10.1 NEAD provides photocopiers and printers for work, research, educational and other legitimate NEAD related business. Incidental and personal use of the photocopier is permitted so long as such use does not disrupt or distract the individual from NEAD business (due to volume, frequency or time expended), does not incur unreasonable cost to NEAD, and/ or does not restrict the use of those systems to other legitimate users. Copying and printing will incur a cost to NEAD, therefore NEAD provides facilities for payment for copier and printer use (charged to projects/ work areas, organisations or ‘the public’), and these should be used when appropriate.  The charges and waivers will be set by NEAD from time to time. Monies can be given to any member of NEAD staff.
B10.2 Use of the colour printers for non-NEAD related business is NOT permitted. 
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B11: IT Purchasing Policy
B11.1 All procurement of IT equipment, software and services for NEAD must be made either through the Media Resources Coordinator or in full consultation with the relevant personnel. The Media Resources Coordinator may veto a purchase or lease if they believe that IT policies have been breached.

B11.2 IT equipment, software and services for NEAD will be purchased on the basis of best value for money over the complete life cycle of the goods & take into account ethical & environmental aspects in line with the NEAD Ethical Organisation Policy. Initial cost is not the only criterion to be considered: support requirements, warranties, reliability of goods as well as suppliers, longevity, and disposal costs must also be considered.
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B12: Disposal of IT Equipment
B12.1 All equipment will be disposed of in compliance with current legislation and with due regard for social and environmental considerations.

B12.2 Disposal shall not expose NEAD to continuing commitment to support or maintain any systems.

B12.3 Disposal of equipment shall constitute best value to NEAD.

B12.4 Where equipment has no residual value, recycling of materials or components shall be done in as economical a way as possible.
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B13: Non-Compliance With this Policy
B13.1 Illegal Activities

B14.1 Infringements of the relevant legislation, summarised in external policy Policy B1, will result in legal and/ or disciplinary action. All such infringements must be reported to the Media Resources Coordinator who has the authority to deal with minor breaches and to refer more serious offences to the NEAD Trustees.

B13.2 Breaches of NEAD Policies

B13.2.1 Correcting problems caused by a breach of IT policies will be done at minimum effort and cost to NEAD. NEAD reserves the right to pass on some or all of the cost involved to those causing the breach.

B13.2.2 Consequences of violations of NEAD’s IT Policy, will depend on the intent, the seriousness of the offence and the damage caused. All such violations must be reported to the Media Resources Coordinator. Normal NEAD disciplinary procedures will be used for more serious offences.

B13.2.3 The Media Resources Coordinator or staff may disconnect equipment without notice if it is believed that IT Policies are breached while an appropriate investigation is carried out.

B13.2. Breach of Policies by staff may result in: (i) Suspension of access to IT equipment and services for minor breaches. (ii) Formal disciplinary action, which may result in dismissal, for more serious offences. 

B13.3 Redress

B13.3.1 If any user believes that the action taken by NEAD is disproportionate to the alleged breach of policy they may appeal through NEAD’s Grievance Procedure.

ANNEX 1. DEFINITION OF TERMS USED IN THE POLICIES, PROCEDURES & STANDARDS 

Accountability The property that ensures that the actions of an entity may be traced uniquely to the entity. 

Announce lists E-mail lists that send a single message to multiple users. Only designated editors may send to an Announce list.

Authenticity The property that ensures that the identity of a subject or resource is the one claimed. Examples of infringement include impersonation and IP spoofing.

Availability The property of being accessible and usable upon demand by an authorised entity 

Confidentiality The property that information is not made available or disclosed to unauthorised individuals, entities or processes 

Information Server Any computer system which may be used to store and make available information. The information may be text, images, video and sound and examples of server systems include Web, E-mail, List, Database and FTP. Networking equipment is also considered to fall within this definition: routers, switches and hubs. The system may be operated by employees of NEAD or by a third party on behalf of NEAD.

Integrity Data Integrity is the property that data has not been altered or destroyed in an unauthorised manner, and System Integrity is the property that a system performs its intended function free from deliberate or accidental unauthorised manipulation.

Private discussion lists E-mail lists that allow members to send a message to a list and that message gets sent to all members of that list. One person controls the list of recipients, the list is therefore "private" rather than "open" for anyone to subscribe.

Private Information Any information which has not been officially approved by a relevant NEAD sub-committee.

Reliability Consistent, intended behaviour and results.

NEAD Information  Information officially approved by a relevant NEAD Sub-committee/ Trustees’ Meeting. 

NEAD-related business Any activity or function that directly or indirectly supports or contributes to NEAD's core business of education and research.

User Any person authorised to use NEAD’s IT systems including staff, volunteers, visitors and contractors.
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ANNEX 2. AGREEMENTS & DISCLAIMERS
	Pro Forma agreement to be signed by all those users not otherwise covered by a contract of employment or a contract to study



	I have read and agree to abide by the IT Policies of NEAD: 

Print name:
 
Sign name:
 
Date:
 



 

	Disclaimer to be included at the bottom of email messages sent 
to organisations & individuals outside NEAD

	 Before printing, think about the environment
Any views or opinions expressed in the message are those of the individual sender and not necessarily the views of NEAD.  This email and its attachments are intended for the above named only and may be confidential. If they have come to you in error, do not copy, forward, disclose or act on them, but please delete them immediately.  Please note that this email has been created in the knowledge that Internet email is not a 100% secure communications medium. We advise that you understand and accept this lack of security when emailing us.  This e-mail has been scanned for viruses by AVG antivirus (this amounts to having taken 'reasonable steps to prevent viruses), but we advise that in keeping with good computing practice the recipient should scan incoming mail to ensure it is actually virus free.  NEAD does not accept liability for any virus that it may contain.



